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What is the Remote Management Session Server Application?

The Remote Management Session Server application is used to access and manage Tenors 
located behind a firewall. It performs the tunneling required to traverse the firewall, 
facilitating the communication between the management client and the Tenors to be 
managed. This can be done using the Command Line Interface (CLI) or the Tenor 
Configuration Manager software. The figure below illustrates how this is accomplished.

Figure 1  Remote Management Session Server Application
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Configure the Tenor to Accept Remote Management

The first step is to configure the Tenor with the information necessary to allow the Remote 
Management Session Server to connect. You can do this either via the CLI or the Tenor 
Configuration Manager software. Both methods are described below.

Configure using the CLI
Follow these steps to configure the Tenor via the CLI.

1. Connect to the Tenor CLI and type rtmi to display the RemoteTenorManagerInfo 
prompt. 

2. When the prompt appears, type show. You should see a display similar to this:

Quintum#rtmi
Quintum-RemoteTenorManagerInfo-1#show
RemoteTenorManagerInfo-1 :
  ConnectTimer                 : 10
  Udp                          : 1
  PrimaryServer                : (Not Set)
  SecondaryServer              : (Not Set)

3. Enter the Primary Server to reflect the Remote Tenor Manager IP Address.

config-RemoteTenorManagerInfo-1#set primaryserver or ps x.x.x.x
Sets the Primary Server IP address.

4. Set up a Secondary Server if you wish this Tenor to be available to remote 
management by a secondary Remote Management Session Server.

config-RemoteTenorManagerInfo-1#set secondaryserver or ss 
x.x.x.x
Sets the Secondary Server IP address.

5. The ConnectTimer and Udp defaults are appropriate for most installations. 
ConnectTimer sets the packet transmission interval in seconds, and UDP sets the 
connection protocol.

config-RemoteTenorManagerInfo-1#set connecttimer or ct n 
Sets the Connect Timer in seconds (10 seconds default).
config-RemoteTenorManagerInfo-1#set udp {0 | 1}
Sets to UDP (1 - default) or TCP (0).

6. Go the Gateway prompt (type “gw” from any prompt) to set a descriptive name for 
this Tenor. This will make it easier to identify when you need to pick it from a list 
later.

config-GateWay-1#set description or d NYC-Tenor
Sets the name of this Gateway to NYC-Tenor.
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Configure using Tenor Configuration Manager 

1. Launch Tenor Configuration Manager and connect to the Tenor.

2. Navigate to Systemwide Configuration > Remote Tenor Manager. The Remote Tenor 
Manager window is displayed.

3. Enter the primary server IP address to be permitted to remotely manage this Tenor.

4. Enter the IP address for a secondary server, to be used if the primary server is not 
available.

5. Click Confirm/OK at the bottom of the window.

6. Select File > Submit Changes.
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Connect to a Tenor to Manage Remotely

Once you have configured the Tenor to accept remote management, you must configure 
the Remote Management Session Server application itself. 

Log in to the ApplicationServer, as described in the ApplicationServer Users Guide. If 
Remote Management Session Server is the only application you have licensed, the 
RemoteTenorManager prompt is displayed immediately. If you have more than one 
application licensed, you are prompted to select your application from a menu.

Your login determines your access level. The RemoteTenorManager CLI has two levels: 
Admin and User.

Admin Level Access 
Admin level has access to all the ApplicationServer server-level CLI commands, as well 
as two additional commands: user and alert. The user command lets you set up Users that 
are allowed to access the Remote Management Session Server application. When you 
have created a User or Alert at the Admin level, you can move to a prompt that 
incorporates that User’s name or Alert’s name, and continue to make changes specific to 
that User’s or Alert’s configuration. 

A full description of all commands, with examples of how to use them, is included later in 
this section under Command Line Interface Commands.

The RemoteTenorManager ‘help’ command displays a list of all supported commands. 
There is also help for each individual command at the command line.

User Level Access
User level access does not permit making configuration changes to the Remote 
Management Session Server, but can only list available Tenors and initiate a connection. 
Once the Admin has configured the User and added the Tenors to manage, there are three 
commands available to the User: list, join, and bye. The User can display all Tenors 
currently visible to that User with the list command. The following example assumes that 
you have created a user named ‘mike.’

RemoteTenorManager-User-mike>list
*************************************************************************
Quintum Remote Tenor Manager v1.0
*************************************************************************
Available Tenors are:
Serial Number External IP   MAC Address  Tenor IP      GW Name
-------------------------------------------------------------------------
A012-100236   216.185.167.2 0030E1100236 192.168.2.187 Tenor AS Gateway
A012-100140   216.185.169.2 0030E1100140 192.168.2.209 Main PBX Gateway
A012-100146   216.185.169.2 0030E1100146 192.168.2.208 ACME Corp.
Use 'join <sn>' command to connect to a Tenor
RNMSServer-User-mike>

To connect to a specific Tenor, you must use the serial number of the unit (obtained using 
the list command, described above). Type the following command:

RemoteTenorManager>join A012-100140
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After you are connected, the Command Line Interface for that Tenor is available just as if 
you had directly attached to the Tenor’s serial port.

For a full description of the commands to configure the Tenor, see the CLI Command  
Guide for your Tenor, posted on the Quintum web site at http://www.quintum.com/
support.

When you are finished, type logout to disconnect from the Tenor and return to the 
RemoteTenorManager command line interface. Logout with the bye command.

Superuser Access
Superuser access is configured when you first connect to the ApplicationServer, via a 
serial connection or with a keyboard/monitor connection. (See the ApplicationServer 
Users Guide for a description.) While the Superuser account cannot configure the Remote 
Management Session Server application, it is a handy tool for the Admin, because by 
default it has visibility of all Tenors that are registered to the Remote Management Session 
Server. The average User may only view and manage those Tenors that are permitted and 
configured by the Admin.

http://www.quintum.com/support
http://www.quintum.com/support
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Connect via Configuration Manager
Once you have configured Users and added serial numbers of Tenors to manage, you can 
connect to a remote Tenor using the Tenor Configuration Manager software. This 
connection is equivalent to User level access. Make configuration changes to the remote 
Tenor as if you were connected directly. Follow these steps:

1. Launch the Tenor Configuration Manager. 

2. In the Address Book, enter the IP address of the Quintum Remote Management 
Session Server. See the following example.

Figure 2  Add Address Dialog

3. Once you have connected to the Remote Management Session Server, you can select 
your Tenor from a list, as shown below.
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Figure 3  Select Tenor Dialog

4. Proceed to configure the remote Tenor as if you were connected directly.
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Command Line Interface Commands

The Admin level has two essential configuration commands: user and alert. Admin level 
also has access to the ApplicationServer server-level configuration, maintenance, 
monitoring, license, and miscellaneous commands.

Admin Level Commands
The Command Line Interface (CLI) has two commands related to Admin level access.

• user
• alert

user  

Description Allows you to add/display/modify/delete a User.

Syntax At the RemoteTenorManager prompt:
new user {username}
Creates a new User.
show user 
Lists all currently configured Users.
delete user {username}
Removes a User.
user {username}
Changes the prompt to the username prompt, at which you can 
make changes to the configuration of this User.
At the username prompt:
add {sn}
Adds the serial number of a Tenor that this User can view and 
manage when visibility is set to ‘explicit.’
remove {sn}
Removes a serial number of a Tenor from the list that this User 
can view and manage.
set visibility {all  | explicit}
The Visibility option sets the visibility scope. If the visibility    
scope is set to "all", then this User may view and manage all     
devices that are registered to this Remote Management 
Session Server. If the visibility scope is set to "explicit," then 
this User may only view and manage those devices currently 
registered to this Remote Management Session Server AND 
which appear in the device list.
Note: Independent of this setting, the User must also know 
how to log in to each device that is included in his/her visibility 
scope (i.e., must have the password to gain access to a 
particular device).
set passwd {password}
Sets the password for this User.
set info {string}
Adds an identifying display string to this User that is displayed 
when you type the show user {username} command.



PN 480-0088-00-00 10

Remote Management Session Server Application Guide

Examples Type the following command to add a new User named mike:
RemoteTenorManager>new user mike 
RemoteTenorManager-User-mike>

Type the following command to show a list of all Users and 
their information:
RemoteTenorManager>show user 
loginname info  visibility
========= ===== ==========
mike            all       
pete            explicit  
steve           all 

Type the following command to delete a User:
RemoteTenorManager>delete user mike

Type the following command to move to the User prompt:
RemoteTenorManager>user mike
RemoteTenorManager-User-mike>

Type the following command to move back to the 
RemoteTenorManager prompt:
RemoteTenorManager-User-mike>exit
RemoteTenorManager> 

Type the following command at the User prompt to add a serial 
number to the visibility scope:
RemoteTenorManager-User-mike>add A012-100236

Type the following command at the User prompt to remove a 
serial number from the visibility scope:
RemoteTenorManager-User-mike>remove A012-100236

Type the following command at the User prompt to change the 
visibility scope from the default setting of ‘explicit’ to ‘all’:
RemoteTenorManager-User-mike>set visibility all

Type the following command at the User prompt to set the User 
password:
RemoteTenorManager-User-mike>set passwd 3nrt7s9

Type the following command at the User prompt to set an info 
string for this User:
RemoteTenorManager-User-mike>set info test1
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alert  

Description Sets up Alerts and the devices for which Alerts are sent.

Syntax At the RemoteTenorManager prompt:
new alert {sn}
Creates a new Alert for the device serial number you specify.
show alert
Shows all currently configured Alerts. The output includes:
        - The Serial Number for which this alert is active
        - The Email address(es) to which to send events
        - Whether multiple events may be generated
delete alert {sn}
Deletes the Alert for the specified device.
alert {sn}
Moves you to the prompt level of the Alert for the device.
At the Alerts prompt:
set email {email address}
Sets the email address where Alerts will be emailed.
set multi {true | false}
Sets whether multiple events may be generated for this device. 
The default is true. An event is defined as a registration of a 
device to the Remote Management Session Server. This could 
occur when a properly configured device is powered-on or 
upon manual invocation via the CLI. For example, a Tenor AX 
switch properly configured may autromatically register with this 
Server. If so, and an alert is configured for that specific Tenor 
AX, an E-mail will be generated.
exit
Returns to the previous prompt level.
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Examples RemoteTenorManager>new alert A012-100236
Sets a new alert for the device with serial number A012-
100236.

RemoteTenorManager>show alert 
Shows all currently configured alerts.

RemoteTenorManager>delete alert A012-100236
Deletes Alert set up for the serial number A012-100236.

RemoteTenorManager>alert A012-100236
RemoteTenorManager-Alerts-A012-100236>

Moves you to the prompt level for the alert.

RemoteTenorManager-Alerts-A012-100236>set email 
support@quintum.com
Sets the Alerts for this device to be emailed to 
support@quintum.com. Multiple emails can be added 
separated by a semicolon.

RemoteTenorManager-Alerts-A012-100236>set multi 
false
Changes the Alert from its default setting of ‘true’ to indicate 
that it cannot can handle multiple Alerts. 

RemoteTenorManager-Alerts-A012-100236>exit
RemoteTenorManager>

Returns to the previous prompt level.
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Configuration Commands
The Command Line Interface (CLI) has eight commands related to configuration.

• IPAddress

• NetMask

• GateWay

• NTPServer

• PassWd

• NameServer

• FromAddr

IPAddress   

NetMask   

Description The IPAddress command is used to set or change the IP 
address that is configured for this Remote Management 
Session Server. When the unit is initially shipped, a default IP 
address is set at the Quintum factory for testing. To change this 
IP address initially, you will need to connect to the Server using 
a serial cable, or an attached monitor and keyboard.

Syntax show ipaddress or ipa 
Displays the IP address and the subnet mask for the Ethernet 
port.
set ipaddress or ipa {ipaddress} 
Sets the IP address for the Ethernet port.

Examples RemoteTenorManager>show ipa
Ethernet Port Configuration
IP Address :    192.168.2.20
Subnet Mask:    255.255.255.0

RemoteTenorManager>set ipa 192.168.8.29
Sets the IP address to 192.168.8.29.

Description Enables you to configure the Ethernet Port Netmask. You can 
display the current netmask with the show ipa command. 
When the unit is initially shipped, no subnet mask is set. 

Syntax set netmask or nm {ipaddress} 
Sets the netmask address for the given Ethernet port.
Note: This change takes effect immediately, with no warning 
prompt. You will need to reconnect to the ApplicationServer via 
a serial connection or keyboard/monitor to reset this setting. 

Examples RemoteTenorManager> set nm 255.255.255.0
Sets the netmask to 255.255.255.0
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GateWay 

NTPServer 

PassWd  

Description Enables you to configure and display the address for the 
default IP gateway, which handles network routing. 

Syntax show gateway
Displays the current default IP gateway.
set gateway or gw {ipaddress}
Sets the default gateway IP address.

Examples RNMSServer>show gateway
Displays as follows: 
Default Gateway IP Address :  192.168.2.1

RemoteTenorManager>set gateway {ipaddress}

RemoteTenorManager> gateway 192.170.8.20
Sets the default IP gateway IP address to 192.170.8.20.

Description Enables you to configure and display the Network Time 
Protocol (NTP) Server IP address. 
When the unit is shipped, the NTPServer IP address is set to 
0.0.0.0.

Syntax ntpserver
Displays the current NTP Server IP address.
set ntpserver or ntps {ipaddress}
Sets the default NTP Server IP address.

Examples RemoteTenorManager>ntpserver
Displays as follows: 
Network Time Protocol (NTP) Server:  130.126.24.24

RemoteTenorManager>set ntps 192.170.8.20
Sets the NTP Server IP address to 192.170.8.20.

Description To prevent unauthorized access to the ApplicationServer, a 
password is required when you first log into the system. The 
default password is quintum. The passwd command enables 
you to change the default password.

Syntax set passwd or pw {password}
Configures a password.

Examples RemoteTenorManager>set pw test1
The password is set to test1.



PN 480-0088-00-00 15

Remote Management Session Server Application Guide

NameServer 

FromAddr  

Description Sets the DNS name server. Used in cases where you wish to 
identify the DNS address for a specific application.

Syntax set nameserver or ns {ipaddress}

Examples RemoteTenorManager>set ns 192.168.2.20
Sets the DNS name server address to 192.168.2.20.

Description Sets the "from address." FromAddr contains the server’s 
name, which is inserted into any E-mail alerts that are 
generated by the Server.

Syntax set fromaddr or fa {address}

Examples RemoteTenorManager>set fa admin@mydomain.com
Sets the from address to admin@mydomain.com.
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Maintenance Commands
The Command Line Interface (CLI) has nine commands related to maintenance.

• backup

• restore

• ping

• logout

• clear

• update

• setfactory

• reboot

• shutdown

backup  

restore 

Description Performs a backup of ApplicationServer data, which includes 
all the information you configured via CLI or through the 
Configuration Manager. The backup file is stored in the backup 
directory, under a filename you specify.

Syntax backup {filename}

Guidelines The backup file is saved as the filename you specify; the 
default directory is c:\backup\. An example backup filename is 
db.monday. Upon successful backup, a message is displayed: 
"Backup file stored at \backup\db.monday."
The backup command overwrites the previous backup file.
For backup purposes, we recommend you FTP to the 
ApplicationServer and then backup the file to another machine.
Once the backup is completed, a message is displayed.

Examples RemoteTenorManager> backup db.monday 
Backs up the data to c:\backup\db.monday.

Description Restores the backup file you created using the backup 
command.

Syntax restore {filename}

Guidelines Before issuing a restore command, you must ensure the latest 
backup file is stored in the backup directory with the original 
filename (such as /backup/db.monday). 
The backup file is restored to the same directory where the file 
was created. Upon successful restore, a message is displayed. 

Examples RemoteTenorManager>restore db.monday  
Restores the backup file named db.monday. 
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ping 

logout  

clear  

update  

Description Ping command. Used to perform a standard ping test between 
the ApplicationServer and the IP host at the specified IP 
address.

Syntax ping  {ipaddress}

Guidelines Very useful for testing the IP route between 2 locations.

Examples RemoteTenorManager>ping 192.168.1.1 
Pings the specified IP address. 

Sample Display Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 seq=0 time<10mS TTL=255
Reply from 192.168.1.1: bytes=32 seq=1 time<10mS TTL=255
Reply from 192.168.1.1: bytes=32 seq=2 time<10mS TTL=255
Reply from 192.168.1.1: bytes=32 seq=3 time<10mS TTL=255
---- PING Statistics for 192.168.1.1: ----  
Packets Sent = 4, Received = 4, Lost = 0 (0 Percent Loss)
Approximate round trip times in milli-seconds:   
Minimum = 0mS, Maximum = 0mS, Average = 0mS

Description The logout command ends this CLI session.

Examples RemoteTenorManager>logout 
Ends this CLI session.

Description The clear command clears the current display screen.

Examples RemoteTenorManager>clear 
Clears the current display screen.

Description The update command performs an automatic software update 
check. If new software is available from Quintum, it will 
automatically download the most recent software. Note that 
any software downloaded from Quintum will be activated at the 
next restart. For this feature to work, a DNS name server must 
be specified via the "nameserver" option. 

Examples RemoteTenorManager>update
Performs automatic update check/download.
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setfactory  

reboot  

shutdown  

Description The setfactory command sets all system configuration settings 
back to their factory defaults. 
Note: This command does not affect the IP address of the unit.

Examples RemoteTenorManager>setfactory
Resets all configuration parameters back to factory defaults.

Description The reboot command resets the ApplicationServer by going 
through a power-up reset sequence.

Examples RemoteTenorManager>reboot
Resets the Server.

Description The shutdown command turns off the ApplicationServer. In 
order to restart, you must physically touch the power button on 
the front of the ApplicationServer.

Examples RemoteTenorManager>shutdown
Turns off the ApplicationServer.
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Monitoring Commands
The Command Line Interface (CLI) has three commands related to monitoring.

• time

• date

• version

time  

date  

version 

Description Allows you to configure and display the current time on the 
ApplicationServer. The format of the value string is HH:MM:SS 
and must be in GMT 24 hour format.  

Syntax time

Examples RemoteTenorManager>time 
Displays the current time, as shown below. 

RemoteTenorManager>time 14:50:00 
Sets the current system time to "14:59:00 GMT”.

Sample Display 14:59:00 +0000

Description The date command sets or displays the current system date of 
the ApplicationServer. If an optional value is specified, the 
current date is set to the specified value. The format of the 
value string is mm/dd/yy and must be in GMT.  

Syntax date
set date {date}

Examples RemoteTenorManager>date 
Displays the current date.

RemoteTenorManager>date 01/15/03 
Sets the current system date to "January 15th 2006 GMT".

Sample Display Fri, 15 Jan 2006

Description Displays the version of ApplicationServer hardware and CLI.

Syntax show version

Examples RemoteTenorManager>show version 
Displays version information, as shown below. 

Sample Display CLI version :    1.0.0
AppServer   :    1.1.0



PN 480-0088-00-00 20

Remote Management Session Server Application Guide

License Commands
The Command Line Interface (CLI) has two commands related to licenses.

• showlicense

• updatelicense

showlicense  

updatelicense  

Description Displays the current license information. You may obtain the 
license from Quintum Customer Support and FTP it to your 
unit. 

Syntax showlicense
showlicense -h
Displays help.

Examples RemoteTenorManager> showlicense 
AppServer License ID         : 823094428(0x310F6C9C)
Remote Tenor Manager License : Licensed

Displays license information for both the ApplicationServer and 
the Remote Management Session Server application.

Description Updates the license information. Once you contact Customer 
Support to access the license.dat file, and you FTP the file to 
your unit, you can use the updatelicense command to update 
your license information on the unit

Syntax updatelicense

Examples RemoteTenorManager> updatelicense 
Updates license information to match the latest file you 
received from Customer Support.
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 Miscellaneous Commands
The Command Line Interface (CLI) has two miscellaneous commands.

logout  

clear  

Description Logs out from the system.

Syntax logout

Examples RemoteTenorManager>logout 
Logs out of the system.

Description Clears the screen of any information. Only the 
RemoteTenorManager> prompt is displayed.

Syntax clear

Examples RemoteTenorManager>clear
RemoteTenorManager>

Clears the screen.
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Connect to a Remote Tenor Using FTP

You can set up an FTP session with a remote Tenor using the Remote Management 
Session Server. You will require the following components:

• Windows-based PC

• FTP client (with SOCKS support for more secure connection)

• SSH client (for more secure connection, SOCKS v.4 or higher support)

• ApplicationServer running the Remote Management Session Server application

The use of FTP or SSH depends on your concern for securing the connection, as described 
below.

FTP Configuration
The Server should expose the standard FTP port, 21. 

Run your FTP client to connect to the Remote Management Session Server. You are 
prompted for a username/password.

Username = the serial number of the Tenor, e.g., A012-101550.

Password = the password set on the Tenor (default is admin).

Once you are connected, you can FTP code updates to the Tenor behind the firewall.

Secure SSH Configuration
The Server should expose the standard SSH port, 22. See Figure 4 for a diagram of this 
connection.

The following example shows how to set up a popular SSH client, PuTTY. PuTTY is a 
free implementation of Telnet and SSH for Win32 and Unix platforms. It is available for 
free download here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/

PuTTY includes Plink (PuTTY Link), which is a command-line connection tool similar to 
UNIX ssh. You must launch Plink from the Command Prompt. Start a Command Prompt 
session, and navigate to the directory into which you downloaded plink.exe. You will use 
this executable to set up a SOCKS Server. SOCKS (SOCKetS) is a circuit-level Proxy 
Server for IP networks from the IETF. 

http://www.chiark.greenend.org.uk/~sgtatham/putty/
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Plink Example
The following is an example of the syntax to use to establish a secure connection.

plink -v -ssh -C -D 1080 -2 username@192.168.2.84 -N -pw quintum

where:   

After you execute the above command from the Command Prompt, a SSH connection is 
established to the Server at 192.168.2.84. This connection uses full SSLv2 (Secure 
Sockets Layer, version 2) with full encryption. Additionally, this command line sets up 
dynamic port forwarding. 

A SOCKS Server is running at 127.0.0.1:1080. The SOCKS Server may be used by a FTP 
client that supports the SOCKS proxy to do secure FTP through the RMSS Server.

Command Definition

plink The name of the executable

-v Show verbose messages

-ssh Force use of ssh protocol

-C Enable compression

-D 1080 Listen-port; dynamic SOCKS-based port forwarding, where 
port 1080 is used for SOCKS

-2 Force the use of version 2 of SSH

user@192.168.2.84 The Admin-level username and IP address of the Remote 
Management Session Server 

-N Don't start a shell/command (SSH-2 only)

-pw quintum Login with specified Admin password (quintum is default)
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Advanced Debugging

This section helps to address the following potential issues that might occur for those with 
User level access.

• The “list” and “join” commands are not available.

• I can list Gateways, but my Gateway is not included in the list.

• I can list Gateways, and can see my Gateway, but the “join” command does not work.

Configure the Firewall
Based on common practice, there are two assumptions about how a firewall is configured. 

• The firewall will always allow an Inside -> Out (outbound) connection.

• Once an outbound connection is opened, the firewall will open the reverse connection 
for at least one minute, giving time to respond and keep the connection alive.

If your firewall does not conform to the assumptions above, you will need to manually 
configure these ports. The following table shows the ports you must configure, their 
functions, and the resulting connection.  

The following two diagrams show the port configuration for two different Remote 
Management Session Server installations: public and private networks. 

Remote Management Session Server Installed on Public Network

Figure 4  Public Network Scenario  

Figure 4 illustrates a configuration where the Remote Management Session Server is 
located on the public network. The PC that is communicating with the Remote 

Port Direction Protocol Purpose

2100 Inside -> Out TCP For FTP

2300 Inside -> Out UDP Registration

2300 Inside -> Out TCP Telnet

8080 Inside -> Out TCP GUI Access
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Management Session Server application (at the far right) uses port 22 for an SSH 
connection to the Command Line Interface, and port 8888 for a TCP connection for access 
to the Graphical User Interface.

Remote Management Session Server Installed on a Private Network

Figure 5  Private Network Scenario

Figure 5 illustrates a configuration where there is a firewall at both ends of the 
connection, and the Remote Management Session Server installation is on a private 
network. In this case, port forwarding must be manually configured on the service 
provider firewall in order to pass packets with the Remote Management Session Server 
application.
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