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Introduction

This document provides information on how to restrict Vol P calls to a Quintum Tenor unit based on IP
addressor H.323 ID.

In following the information provided, you will be able to choose one of three methods to perform this
security. Thisallows you to specify, by either |P address or H.323 (depending on the method), at the
termination GW or GK, what other Vol P devices can make calls.

Thisfeature is supported on all Tenor Gatekeepers, Gateways, and Call Relay with the exception of the
A200.

For more information and questions, contact the QTAC at 1-877-435-7553 (Toll Freeinthe U.S)),
1-732-460-9399 (Internationally), or email at service@quintum.com.

Gatekeeper Admin/EPAD Method

Description

In Generation 1 Tenors (A400/A800/D800/D1600/D2400/D3000), thisis called GKAdmin. InCMS
and Generation 2 Tenors (AS/AX/DX), thisis called EPAD or EndPoint Authentication Directory. The
Tenor restricts or allows Vol P callsto terminate to itself based on the | P address of the originator. In
this case, the security is handled by the terminating Gatekeeper and not the terminating Gateway
directly. Please refer to Figure 1.

192.165.1.11
Gatebesper A,

192.165.2.11
Gateleeper B

aF
4
?‘egp

Call Flow/Direction
Gateway A Ir| Gateway B |
1921681 10 | 192188210
iy
5551000 SE52000

Figure 1

In order for the Gatekeeper Admin/EPAD to successfully restrict calls based on | P address, you must
configure the | P addresses to be allowed and/or barred in the Gatekeeper that will be used to terminate
the call. In the above figure, the call is originating from Gateway A and terminating to Gateway B.
Therefore, you would configure the allow and bar information in Gatekeeper B as this will be the
terminating Gatekeeper.

When Gateway B receives the Vol P call from Gateway A, it will send an ARQ message to Gatekeeper
B that will have the IP address of Gateway A. If this|P addressis not listed in the allow table of
Gatekeeper B or if it islisted in the Bar table, the call will be rejected. Please keep in mind that
Gatekeeper B could also be the same unit as Gateway B, since Quintum Gateways all have built-in
Gatekeepers.
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Generation 1 Tenor Information

The following information relatesto all Generation 1 Tenors for this feature. Generation 1 Tenors
include the following:

A400/ A800

D800/ D1600/ D2400 / D3000
Standal one Gatekeeper

Call Relay (not SP)

NOTE

This feature will only work when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the Tenor as its own Gatekeeper, you must set the primary border
element (config gksys#) to its own IP address:

(border 0 XXX.XXX.XXX.XXX).

Generation 1 Commands
These commands can be entered at the Tenoris Command Line Interface (CLI1) viaa Telnet session.

allow
Description: Used to access the allow prompts. The allow prompts are where you indicate those IP
addresses/networks that will be allowed to terminate calls.
Prompt config gkadmin#
Level:
Syntax: allow {idx}
Arguments: idx This is a unique index number for each allow prompt. Each allow prompt can only
have 1 IP address/Subnet configured in it.
Settings:  None
Availability:  All Generation 1 Tenor Releases.
Guidelines: If you configure any allow prompts, you must set 1 to be the IP address of the termination
gateway.
Example: config gkadmin# allow 1
Brings you to the config allow 1# prompt.
config gkadmin# allow 2
Brings you to the config allow 2# prompt.
bar
Description: Used to access the bar prompts. The bar prompts are where you indicate those IP
addresses/networks that will be barred (not allowed) to terminate calls.
Prompt config gkadmin#
Level:
Syntax: bar {idx}
Arguments: idx This is a unique index number for each bar prompt. Each bar prompt can only
have 1 IP address/Subnet configured in it.
Availability:  All Generation 1 Tenor Releases.
Example: config gkadmin# bar 1

Brings you to the config bar 1# prompt.
config gkadmin# bar 2
Brings you to the config bar 2# prompt.
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ip

Description:  Used to enter the IP address in either the allow or bar prompt area.
Prompt config gkadmin allow x# or config gkadmin bar x#
Level:
Syntax: ip {ip | 0.0.0.0}
Arguments: ip This is the IP address that will be entered for this prompt.
0.0.0.0 Will delete/remove the configured IP address.
Settings:  None.
Availability:  All Generation 1 Tenor Releases.
Example: config gkadmin allow 1# ip 192.168.1.10
config gkadmin bar 1# ip 192.168.100.10
mask
Description: Used to enter the subnet mask address in either the allow or bar prompt area associated
with the IP address entered previously. This lets you specify either a single IP address or a
ngork of IP addresses without having to put a separate IP address in for each allow or
Prompt config gkadmin allow x# or config gkadmin bar x#
Level:
Syntax: mask {ip}
Arguments: ip This is the subnet mask address that will be entered for this prompt.
Settings:  None.
Default: 255.255.255.255
Availability:  All Generation 1 Tenor Releases.
Example: config gkadmin allow 1# mask 255.255.255.0

config gkadmin bar 1# ip 255.255.255.0
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Sample Configuration for Generation 1 Tenors

Figure 2

Origination
Gateways

Refer to Figure 2 above. There will be one Generation 1 Tenor used as the termination for I P calls
from several origination Gateways. This Termination Tenor will be set as its own Gatekeeper and will
have the Gkadmin configured to only alow IP calls from the | P addresses listed above as the
origination. The following sample configuration will only provide the information necessary to this
topic of Gkadmin and will not provide information on the actual call routing, codec, dial plan, etc.

The Tenor CLI configuration is shown below.

CLI Prompt Level Command | Setting Syntax Comments
Config gksys# border 0208.168.1.10 |border 0 This sets the Tenor to act as its own
208.168.1.10 Gatekeeper.

config h323# primarygk |0.0.0.0 primarygk 0.0.0.0 Disables any external
Gatekeepers.

config gkadmin# allow 1 allow 1 Creates the 1 allow prompt and
moves you to this prompt.

config gkadmin allow 1# | ip 208.168.1.10 ip 208.168.1.10 Sets the allowed IP in this
prompt to the Tenoris own IP
address.

config gkadmin# allow 2 allow 2 Creates the 2nd allow prompt
and moves you to this prompt.

config gkadmin allow 2# | ip 216.32.121.22 ip 216.32.121.22 Sets the allowed IP in this
prompt to the first origination IP
address.

config gkadmin# allow 3 allow 3 Creates the 3" allow prompt and
moves you to this prompt.

config gkadmin allow 3# | ip 202.40.30.50 ip 202.40.30.50 Sets the allowed IP in this
prompt to 202.40.30.50.

config gkadmin allow 3# | mask 255.255.255.251 | mask This will set the allowed network

255.255.255.251

range to 202.40.30.50 thru .54.
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Generation 2 Tenor Information
Thefollowing relatesto all Generation 2 Tenors for this feature. Generation 2 Tenorsinclude:

I AS/AX
I DX

Generation 2 Commands

The Generation 2 Tenors have a Configuration Manager for configuration ease. Additionally, you may
access the configuration via Telnet to the Command Line Interface, or CLI. This section shows the
commands associated with the feature for both methods of access (Configuration Manager and CL1).

Configuration M anager

NOTE

This feature only works when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the DX/AS/AX as its own Gatekeeper, set the Primary Border Element to
the Tenoris own IP address. In Configuration Manager, check the Enable
Local Border Element box in the VolP Configuration >
Gatekeeper/Border Element window.

1. Toaccessthe End Point Address Directory (or EPAD) from Configuration Manager,
expand the Vol P Configuration branch in the Explore window and click on the End
Point Address Directory entry. A window as shown in Figure 3 is displayed.

Tenor Configuration Manager [Connected to Tenor DX 192.168.1.38)

File View Action Help

>t
7 S 'rlj
ﬂ -
Explo
[E] system-wige Conniguration
=) Ethemet Gonfiguration B R il - BamedEndpoints
B voIP Configuration o N hED o NE D

GatekeepenBorder Element

1323 Signaling Group IP Address ‘ Mask IP Address 1 Mask

Fax Profile

# IP Routing Groups
£P valP Routing

I cireutt configuration
il D51 configuration
Tk 5P configuration

OK

Figure 3

2. ToaddanIP addressin the allowed table, click the Add button under the Allowed
Endpoints. To add an IP address in the barred table, click the Add button under the
Barred Endpoints. A dialog box as shown in Figure 4 is displayed.
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Add End Point Address
P Address: | . . .
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ﬁl Cancell Help.. |

Figure 4

3. Enter the IP address and the Subnet Mask in the correct fields and click OK. Asyou add
an | P address, it will appear in the appropriate lists (see Figure 5).

Tenor Configuration Manager [Connected to Tenor DX 192.168.1.38)
File View Action Help

R
Explore -

System-Wide Configuration

. Allowed Endpoints - Barred Endpoints

j Ethernet Configuration

B valP canfiguration [Rid7| Delete| Edi 0 INEEER T

[ GatekeepenBorder Elemeant

I H223 Signaling Group - dres ! ] | P Address J Mask

[ FaxProfile

}MOIM Voice Codecs
}w Codec Profiles

B
B

& &l e oiai Prans
[} IP Routing Groups
BHEM WolP Routing

E}EJ Circuit Configuration
G llf] DS1 Configuration
[}W DEP Configuration

Figure 5

4. When you have added all the IP addresses, click the Confirm/OK button to save your
work and then submit the changes as normal.

5. To edit any entry, highlight the entry and click Edit.
6. Todeleteany entry, highlight the entry and click Delete.
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CLI Commands

NOTE

This feature will only work when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the DX/AS/AX as its own Gatekeeper, you must set the Primary Border
Element to the Tenoris own IP address. In Configuration Manager, set
the PrimaryBorderElementIPAddr (pbeipa) command at the Config
GateKeeperParam-1# (config gkp) prompt to the Tenoris own IP
address. Additionally, in some software versions you must set the
ServiceAddressIPAddr (saipa) command at the Configuration
BorderElement-1# (config be) prompt to the Tenoris own IP address.

add

Description: Used to add a new EPAD entry for either allow or bar.

Prompt config EndPointAddressDirectory-1# or config epad
Level:

Syntax: add {ipadd}
Arguments: ipadd This is the IP address to be added to the EPAD list.
Availability:  All Generation 2 Tenor Releases.

Guidelines: When you add an IP address, the mask of 255.255.255.255 will be set by default and the
type will be set to 0 (Barred) by default.

Example: config EndPointAddressDirectory-1# add 192.168.1.10

change
Description: Used to change the parameters of an existing EPAD.

Prompt config EndPointAddressDirectory-1# or config epad

Level:
Syntax: change {idx} [{ipa} {ipadd}] [{m} {mask}] [{at} {0 | 1}]
Arguments: idx Required. The index number of the epad entry to change.

ipa Optional. Used to specify that the IP address will be changed.
m Optional. Used to specify that the subnet mask will be changed.
at Optional. Used to specify that the Admit Type will be changed.

Settings: ipa ipadd IP Address to set to.
m mask The subnet Mask to be used.
at 0 Entry will be Barred.

1 Entry will be Allowed.

Availability:  All Generation 2 Tenor Releases.

Example: config EndPointAddressDirectory-1# change 1 m 255.255.255.0 at 1
Changes index 1 to have a subnet mask of 255.255.255.0 and an Admit type of 1.
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remove

Description: Used to remove an EPAD entry.

Prompt config EndPointAddressDirectory-1# or config epad
Level:

Syntax: remove or rem {idx}
Arguments: idx Required. The index number of the epad entry to change.
Settings: none
Availability:  All Generation 2 Tenor Releases.

Example: config EndPointAddressDirectory-1# rem 1

CMS and Call Relay SP Tenor Information
The following information relatesto all CMS and Call Relay SP units for this feature.

CMS/CRSP CLI Commands

The following commands are entered at the CMS or CRSP Command Line Interface (CLI) viaa Telnet
session.

NOTE

This feature will only work when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the CMS or Call Relay SP as its own gatekeeper, you must set the
Primary Border Eement to the Tenoris own IP address. You do this by
setting both the PrimaryBorderElementIPAddr (pbeipa) command at the
Config GateKeeperParam-1# (config gkp) prompt to the Tenoris own IP
address; and by setting the ServiceAddressIPAddr (saipa) command at
the Configuration BorderElement-1# (config be) prompt to the Tenoris
own IP address.

add

Description: Used to add a new EPAD entry for either allow or bar.

Prompt config EndPointAddressDirectory-1# or config epad
Level:

Syntax: add {ipadd}
Arguments: ipadd This is the IP address to be added to the EPAD list.
Settings:  None.
Availability:  All Generation 2 Tenor Releases.

Guidelines: When you add an IP address, the mask of 255.255.255.255 will be set by default and the
type will be set to 0 (Barred) by default.

Example: config EndPointAddressDirectory-1# add 192.168.1.10
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change

Description: Used to change the parameters of an existing EPAD.

Prompt config EndPointAddressDirectory-1# or config epad
Level:

Syntax: change {idx} [{ipa} {ipadd}] [{m} {mask}] [{at} {O | 1}]

Arguments: idx Required. The index number of the epad entry to change.
ipa Optional. Used to specify that the IP address will be changed.
m Optional. Used to specify that the subnet mask will be changed.
at Optional. Used to specify that the Admit Type will be changed.
Settings: ipa ipadd IP Address to set to.
m mask The subnet Mask to be used.
at 0 Entry will be Barred.
1 Entry will be Allowed.

Availability:  All Generation 2 Tenor Releases.

Example: config EndPointAddressDirectory-1# change 1 m 255.255.255.0 at 1
Changes index 1 to have a subnet mask of 255.255.255.0 and an Admit type of 1.

remove

Description: Used to remove an EPAD entry.

Prompt config EndPointAddressDirectory-1# or config epad
Level:

Syntax: remove or rem {idx}
Arguments: idx Required. The index number of the epad entry to change.
Settings: none
Availability:  All Generation 2 Tenor Releases.

Example: config EndPointAddressDirectory-1# rem 1
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Endpoint Authentication using RADIUS Server

Description

This method of authentication is performed only on the termination Gatekeeper. The termination
Gatekeeper can be the Gateway itself (when it is set to be a Gatekeeper), or it can be an external
Gatekeeper that the termination Gateway is registered to.

1. When the termination Gateway receives an incoming IP call, it sends an ARQ
(Admission ReQuest) to its Gatekeeper.

2. When the Gatekeeper receives the ARQ, it sends a message to the RADIUS server that it
is configured for providing information about the call originator (from the ARQ

message).
3. The RADIUS Server looksin its tablesto verify the information and if it is allowed,

sends a message back to the Gatekeeper with an AccessAccept reason 0 (Authorization
Succeeded).

4. The Gatekeeper sends an ACF (Admission ConFirm) to the termination Gateway and the
call isalowed to connect through.

5. If RADIUS does not allow the call, it sends back a return code to specify the reject reason
(see our RADIUS Implementation Guide for return code list), and the Gatekeeper sends
an ARJ (Admission ReJect) to the Gateway, which disconnects the call.

Authentication is handled with a username and password in the RADIUS message (attribute 1 and 2
respectively). Each of these can be set to one of the following:

! |IP Addressof call originator

' H.3231D of call originator

I Seria number (Quintum Generation 1 and AS/AX products only)

I Trunkid of call originator (Quintum Generation 1 products only)
Quintum does not provide the RADIUS server; you must purchase this from a 3™ party vendor. Y ou
can find alist of partnersthat provide RADIUS Servers on our web site under the Partner area.
Typical call flow
See Figure 6 below. As mentioned above, the authentication for this feature is performed at the
Gatekeeper that will be used by the termination Gateway. The call flow is as follows:

1. Gateway A routesthe call to Gateway B. Depending on the vendor and model type (if Quintum)
the IP address, H323 1D, Seria Number and/or Trunk ID will be sent over to Gateway B with the
cal.

2. Gateway B receivesthe call from Gateway A and sends an ARQ (Admission ReQuest) to
Gatekeeper B. The ARQ will contain the IP address, H.323 ID, serial number and trunk 1D (if
provided) of Gateway A (being the call originator).

3. Gatekeeper B, upon receiving thisinformation, will create a RADIUS message to send to the
RADIUS server. This message will have 2 of 4 pieces of information above as the username and
password. It may use the same information for both the username and password.

4. TheRADIUS, upon receiving thisinformation will verify the username and password and if it is
authenticated will send areason code O (Authorization Succeeded) to Gatekeeper B. If the
information is not authenticated, the RADIUS will send areason code 1 (Invalid Account) or 2
(Invalid Pin/Password) to Gatekeeper B.
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5. If Gatekeeper B receives any reason code other than O from the RADIUS server, Gatekeeper B
will return an ARJ (Admission ReJect) to Gateway B. If areason code O isreceived from the
RADIUS server, Gatekeeper B will return an ACF (Admission ConFirm) to Gateway B.

6. |If Gateway B receives an ARJ from Gatekeeper B, the call will be rejected and disconnected. |If
Gateway B receives an ACF from Gatekeeper B, the call will be accepted and routed through
Gateway B for termination.

Gatekeeper &

Gateleeper B

IP Connection

%gt@?'
i
Gateway A
e E
5551000

i —
mlm "
Radius Server

Figure 6
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Below are some examples of RADIUS messages sent from the termination gateway to the RADIUS
server.

RADIUS Message Examples

Request based on IP address

RADIUS : 10462409:RadiusRequest: Created request object 0XD22C04

RADIUS : 10462409:AUTHENTICATION REQUEST msg Id=5

RADIUS : 10462409:Adding Attribute 4 6 3232235812

RADIUS : 10462409:Adding Attribute 1 14 192.168.1.30 «—— IP Address of origination Tenor Gateway.
RADIUS : 10462409:Adding Attribute 2 18 encrypted

RADIUS : 10462410:Adding Attribute 61 6 O

RADIUS : 10462410:Adding Attribute 30 9 5551000 < Called Number.

RADIUS : 10462410:Adding Attribute 31 9 5553456 < Calling Number (ANI)

RADIUS : 10462410:Adding Attribute 26 56 24 50 h323-conf-id=33383664 35613231 31323664 353831a5
RADIUS : 10462410:Adding Attribute 26 56 23 50 h323-remote-address=192.168.1.36

RADIUS : 10462410:Adding Attribute 26 19 33 13 h323-gw-id=

RADIUS : 10462410:Adding Attribute 26 31 1 25 h323-remote-id=mikea400

RADIUS : 10462410:Packet Length = 244

Request based on H323 ID

RADIUS : 10522582:RadiusRequest: Created request object 0XD22C04

RADIUS : 10522582:AUTHENTICATION REQUEST msg Id= 6

RADIUS : 10522582:Adding Attribute 4 6 3232235812

RADIUS: 10522582:Adding Attribute 1 14 QuintumAS200 ~ g——————— H323 Id of origination Tenor Gateway.
RADIUS : 10522582:Adding Attribute 2 18 encrypted

RADIUS : 10522582:Adding Attribute 61 6 O

RADIUS : 10522582:Adding Attribute 30 9 5551000 Called Number.

RADIUS : 10522582:Adding Attribute 31 9 5553456 < Calling Number (ANI)
RADIUS : 10522582:Adding Attribute 26 56 24 50 h323- conf 1d=33383664 35633762 31340000 00000000
RADIUS : 10522582:Adding Attribute 26 56 23 50 h323-remote-address=192.168.1.36

RADIUS : 10522582:Adding Attribute 26 19 33 13 h323-gw-id=

RADIUS : 10522582:Adding Attribute 26 31 1 25 h323-remote-id=mikea400

RADIUS : 10522583:Packet Length = 244

A

Request based on serial number

RADIUS : 10410743:RadiusRequest: Created request object 0XD22C04

RADIUS : 10410743:AUTHENTICATION REQUEST msg Id= 4

RADIUS : 10410743:Adding Attribute 4 6 3232235812

RADIUS : 10410743:Adding Attribute 1 13 A012-100148 €¢——— Serial number of origination Tenor Gateway.
RADIUS : 10410743:Adding Attribute 2 18 encrypted

RADIUS : 10410743:Adding Attribute 61 6 0

RADIUS : 10410743:Adding Attribute 30 9 5551000 < Called Number.

RADIUS : 10410743:Adding Attribute 31 9 5553456 < Calling Number (ANI)

RADIUS : 10410743:Adding Attribute 26 56 24 50 h323-conf-id=33383664 35383162 31300030 €11001a5
RADIUS : 10410743:Adding Attribute 26 56 23 50 h323-remote-address=192.168.1.36

RADIUS : 10410743:Adding Attribute 26 19 33 13 h323-gw-id=

RADIUS : 10410743:Adding Attribute 26 31 1 25 h323-remote-id=

RADIUS : 10410743:Packet Length = 243

Request based on Trunk ID

RADIUS : 10539220:RadiusRequest: Created request object 0XD22C04

RADIUS: 10539221:AUTHENTICATION REQUEST msg Id=7

RADIUS : 10539221:Adding Attribute 4 6 3232235812

RADIUS : 10539221:Adding Attribute 1 10 12345678 ¢—————— Trunk Id of origination Tenor Gateway.
RADIUS: 10539221:Adding Attribute 2 18 encrypted

RADIUS : 10539221:Adding Attribute 61 6 0

RADIUS : 10539221:Adding Attribute 30 9 5551000 Called Number.
RADIUS : 10539221:Adding Attribute 31 9 5553456 Calling Number (ANI
RADIUS : 10536221 Adding Attribute 26 56 24 50 h323-conf-0-33383664 35643592 31363664 35633600

RADIUS : 10539221:Adding Attribute 26 56 23 50 h323-remote-address=192.168.1.36
RADIUS : 10539221:Adding Attribute 26 19 33 13 h323-gw-id=

RADIUS : 10539221:Adding Attribute 26 31 1 25 h323-remote-id=mikead00
RADIUS : 10539221:Packet Length = 240
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Generation 1 Tenor Information and Configuration

The following relatesto all Generation 1 Tenors for this feature. Generation 1 Tenorsinclude:

A400/ A800/ D800/ D1600 / D2400 / D3000
Standal one Gatekeeper
Call Relay (not SP)

NOTE

This feature will only work when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the Tenor as its own Gatekeeper, you must set the Primary Border
Element (config gksys#) to its own IP address:

(border 0 XXX.XXX.XXX.XXX).

Generation 1 Commands
These commands are entered at the Tenoris Command Line Interface (CLI1) viaa Telnet session.

epauthorization

Description: Used to enable endpoint authorization using a RADIUS server.
Prompt config gkadmin#
Level:
Syntax: epauthorization orepa {0]1]2] 3}
Arguments: O Disables endpoint authentication with RADIUS.
1 Enables endpoint authentication with RADIUS for calls that terminate to this unit.
2 Enables endpoint authentication for origination calls in conjunction with a Call
Routing Server. (Future use).
3 Enables endpoint authentication for origination and termination calls in conjunction
with a Call Routing Server (Future use).
Default: 0
Availability:  All Generation 1 Tenor Releases.
Example: config gkadmin# epa 1
host
Description: Configures primary/secondary IP addresses of RADIUS servers for endpoint authentication.
Prompt config radius endpoint#
Level:
Syntax: host {p| s} {ipaddr}
Arguments: p Primary it When used will set the primary host IP address.
S Secondary i When used will set the secondary host IP address.
ipaddr 1P address for RADIUS server. Setting to 0.0.0.0 will disable that RADIUS/host.
Default:  0.0.0.0
Availability:  All Generation 1 Tenor Releases.
Example: config radius endpoint# host p 192.168.1.119

Sets the primary host/RADIUS to 192.168.1.119.
config radius endpoint# host s 192.168.1.118

Sets the secondary host/RADIUS to 192.168.1.118.
config radius endpoint# host s 0.0.0.0

Disables the secondary host.
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authenticationport

Description:

Prompt
Level:

Syntax:

Arguments:

Default:
Availability:

Example:

RADIUS Server Account Authentication Port address, used to communicate information,
such as the user name to the RADIUS Server. You can configure this for both the Primary
and Secondary RADIUS Servers.

config radius endpoint#

authenticationport or auth {p| s} {port}

p Primary fi Used to set the port for the primary server.

S Secondary fi Used to set the port for the secondary server.

port Required Authentication port number of the RADIUS Server. Commonly used
ports are 1645 or 1812. Check with your software publisher to be certain.

1812

All Generation 1 Tenor Releases.

config radius endpoint# auth p 1645 (Sets the primary host authentication port to 1645).
config radius endpoint# auth s 1645 (Sets the secondary host authentication port to 1645).

accountingport

Description: RADIUS Server Accounting Port address, used to communicate accounting data, such as
the length of the call, etc., to the RADIUS Server. You are able to configure this for both
the Primary and Secondary RADIUS Servers.

Prompt config radius endpoint#

Level:
Syntax: accountingport or acc {p| s} {port}
Arguments: p Primary fi Used to set the port for the primary server.
S Secondary fi Used to set the port for the secondary server.
port Required Authentication port number of the RADIUS Server. Commonly used
ports are 1646 or 1813. Check with your software publisher to be certain.

Default: 1812

Availability:  All Generation 1 Tenor Releases.

Example: config radius endpoint# acc p 1646 (Sets the primary host accounting port to 1646).
config radius endpoint# acc s 1646 (Sets the secondary host accounting port to 1646).
retry

Description: If there is no response from the RADIUS server, this command determines the number of
times the Tenor will retransmit RADIUS data before it will stop sending requests to this
server and tries the next configured server.

Prompt config radius endpoint#
Level:
Syntax: retry {n}
Arguments: n Required. Numerical value between 1 and 100.
Default: 3

Availability:  All Generation 1 Tenor Releases.

Example: config radius endpoint# retry 10 (Sets the number of retries to 10).
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timeout
Description:  Determines the number of seconds the Tenor will wait for a RADIUS response.
Prompt config radius endpoint#
Level:
Syntax: timeout or time {n}
Arguments: n Required. Numerical value (of seconds) between 1 and 100.
Default: 5
Availability:  All Generation 1 Tenor Releases.
Example: config radius endpoint# retry 10
Sets timeout value to 10 seconds.
idtype
Description: Used to set which parameter is used/extracted and sent to the RADIUS server for Endpoint
Authorization in the username attribute (attribute 1).
Prompt config radius endpoint#
Level:
Syntax: idtypeorid{0|1]|2]|3}
Arguments: O IP address of origination device will be sent as username.
1 H323 ID of origination device will be sent as username.
2 Serial Number of origination device will be sent as username.’
3 Trunk ID of origination device will be sent as username.’
Default: 0
Availability:  All Generation 1 Tenor Releases.
Guidelines: *Serial number and Trunk ID is only supplied by Generation 1 Tenors, AS/AX and DX units
running common software code base.
Example: config radius endpoint# idtype 1
Sets the username to the H323 ID of the origination device.
passwordtype
Description: Used to set which parameter is used/extracted and sent to the RADIUS server for Ednpoint
Authorization in the password attribute (attribute 2). The Password attribute will be
encrypted.
Prompt config radius endpoint#
Level:
Syntax: passwordtype orpass {0|1]2| 3}
Arguments: O IP address of origination device will be sent as password.
1 H323 ID of origination device will be sent as password.
2 Serial Number of origination device will be sent as password.1
3 Trunk ID of origination device will be sent as password.1
Default: 0
Availability:  All Generation 1 Tenor Releases.
Guidelines: *Serial number and Trunk ID is only supplied by Generation 1 Tenors, AS/AX and DX units
running common software code base.
Example: config radius endpoint# pass 1

Sets the password to the H323 ID of the origination device.
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sharedsecret

Description: Sets the RADIUS key. As a security measure, the sharedsecret enables the Tenor to share
encrypted data with the RADIUS can then decrypt it. This value must be identical to the
value configured on the RADIUS server.

Prompt config radius endpoint#
Level:

Syntax: sharedsecret or shar{x}

Arguments: X Required. This is the alphanumeric value that must match the RADIUS key
configured at the RADIUS.

Default: None
Availability:  All Generation 1 Tenor Releases.

Example: config radius endpoint# share abcd
Sets the shared secret to abcd.

Generation 1 Sample Configuration

g 9
Termination
Gateway iGatekesper
2081651 .10
Origination
Gateways

e T

RADIUS server
2081681 .11

Figure 7

For this configuration, please refer to Figure 7 above. There isone Generation 1 Tenor used asthe
termination for IP calls from several origination gateways. Thereisalso a RADIUS server attached to
this network for Endpoint Authentication. The termination Tenor will be set as its own Gatekeeper
and will be configured to send the origination IP address and H.323 ID to the RADIUS server asthe
username and password, respectively.

The following sample configuration will only provide the information necessary to this topic of
RADIUS Endpoint Authentication and only for the termination unit. Additionally, sincethis
configuration will use the H.323 ID from the origination units as the password, you must make sure
that you have the H.323 ID set on each origination unit. This configuration will not provide
information on the actual call routing, codec, dial plan, etc. The authentication and accounting ports
will be the defaults of 1812 and 1813 respectively and the shared secret will be set to quintum.
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The Tenor CLI configuration is shown below.

CLI Prompt Level Command | Setting Syntax Comments
Config gksys# border 0 border 0 This sets the Tenor to act as its
208.168.1.10 | 208.168.1.10 own Gatekeeper.

config h323# primarygk |0.0.0.0 primarygk 0.0.0.0 | Disables any external
Gatekeepers.

config radius endpoint# | host p 208.168.1.11 | host p Sets the primary RADIUS

208.168.1.11 server |IP to 208.168.1.11.

config radius endpoint# | share quintum share quintum Sets the shared secret to
quintum.

config radius endpoint# | idt 0 idtype O Sets the idtype to O for IP
address.

config radius endpoint# | password |1 pass 1 Sets the password type to 0
for H.323 ID.

Generation 2 Tenor Information

The following information relatesto all Generation 2 Tenors for this feature. Generation 2 Tenors
include:

I AS/AX
I DX

Below isthe information to configure this feature using the Configuration Manager for Generation 2
products. The CLI (Command Line Interface) information for Generation 2 products will be covered
in the section for the CM S later.

Generation 2 Configuration Manager

The Generation 2 Tenors have a Configuration Manager for configuration ease. Additionally, you may
access the configuration via Telnet to the Command Line Interface, or CLI. This section shows the
commands associated with this feature for the Configuration Manager only. The CLI commands are
covered in the CMS/Call Relay SP section.

Config Manager

NOTE

This feature will only work when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the DX/AS/AX as its own Gatekeeper, you must set the Primary Border
Element to the Tenoris own IP address. In Configuration Manager, check
the Enable Local Border Element box in the VolP Configuration >
Gatekeeper/Border Element window.

To access the RADIUS Endpoint Server information for this feature from Configuration Manager,
expand the SystemwideConfigur ation branch, then expand the Radius Server s branch, and finally
click on the Radius-EndPointServer entry in the Explore window. A window as shown in Figure 7

appears.
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Tenor AX/AS Configuration Manager [Connected to Tenor AS 192.168.1.30)
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Figure 8

The following describes the fields shown in the EndPointServer window.

Description i Provides alabel for this section. Alphanumeric, no spaces.

Shared Secret fi Thisisthe RADIUS Key that must be configured to match the key
that is set in your RADIUS server.

Retry Count fi Thisisthe number of times that the Tenor will retry or resend a
RADIUS message.

Timeout (in sec) fi Thisisthe number of seconds that the Tenor will wait for areply
from the RADIUS when it sends a message.

ID Type fi Dropdown list that allows you to select which information is sent to the
RADIUS as the username (attribute 1). Valid selections are IP address, H323 ID,
Serial Number?, Trunk ID*. All thisinformation will be from the call origination
device.

The serial number and trunk 1D are only provided from Generation 1 Tenors or
AS/AX and DX Tenorsthat are al running the common code base software.

Password Type - Dropdown list that allows you to select which information is sent
to the RADIUS as the password (attribute 2). Valid selections are | P address, H323
ID, Serial Number®, Trunk ID*. All thisinformation will be from the call origination
device.

The serial number and trunk 1D are only provided from Generation 1 Tenors or
AS/AX and DX Tenorsthat are al running the common code base software.

Primary Server |P Address fi Thisisthe IP addressto primary RADIUS server.

Primary Authentication Port fi Thisisthe port number that will be used for
authentication with the primary RADIUS server. The default port is 1812.

Primary Accounting Port fi Thisis the port number that will be used for accounting
with the primary RADIUS server. The default port is 1813.

Secondary Server |P Address - Thisisthe IP address to secondary RADIUS
server.
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I Secondary Authentication Port i Thisisthe port number that will be used for
authentication with the secondary RADIUS server. The default port is 1812,

I Secondary Accounting Port fi Thisisthe port number that will be used for
accounting with the secondary RADIUS server. The default port is 1813.

CMS & Call Relay SP Tenor Information

The following information relatesto all CMS and Call Relay SP as well as all Generation 2 products
for this feature.

CLI Commands

The following commands are shown using the CM S, CRSP and Generation 2 units Command Line
Interface (CL1) viaa Telnet session.

NOTE

This feature will only work when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the CMS, Call Relay SP, DX and AS/AX as its own Gatekeeper, you
must set the Primary Border Element to the Tenoris own IP address.

In Configuration Manager, set both the PrimaryBorderElementIPAddr
(pbeipa) command at the Config GateKeeperParam-1# (config gkp)
prompt to the Tenoris own IP address, and the ServiceAddressIPAddr
(saipa) command at the Configuration BorderElement-1# (config be)
prompt to the Tenoris own IP address.

You must set the EPRadiusAuthorization to 1 (enable) in the Gatekeeper
Parameter area for this feature to work correctly.

EPRadiusAuthorization
Description: Used to enable Endpoint RADIUS Authorization.

Prompt config-GateKeeperParam-1# (config gkp)
Level:

Syntax: epradiusauthorization or epra {0] 1}

Arguments: O Disables Endpoint RADIUS Authorization.
1 Enables Endpoint RADIUS Authorization.
Default: 0

Availability: CMS, Call Relay SP & Generation 2 Tenors.

Example: config-GateKeeperParam-1# set epra 1

name
Description: Used create a name/label for this group.

Prompt config-Radiusinfo-EndpointServer# (config ri endpointserver)
Level:

Syntax: name {x}

Arguments: X Optional. Any alphanumeric entry. No spaces.
Default:  None.

Availability: CMS, Call Relay SP & Generation 2 Tenors.

Example: config-Radiusinfo-EndpointServer# set name radius01
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